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How to Create a New Timestamping Keystore

The EFT Nominations timestamping functionality requires a CA issued certificate and private
key to authenticate with the external timestamping service. This certificate and private key
need to be held in a java keystore file. In addition, the CA certificates (both intermediate and
root) are required within the keystore file.

Since the certificate issued from the CA is issued as a PKCS#12 file, the following steps need
to be undertaken to convert this into a usable format.

Convert the pkcs12 file to a java keystore

To convert the pkcs#12 file into a keystore, the PKCS12Import utility is used. This utility is
provided in the attached zip file, and forms part of the Jetty project, further information is
available here: http://www.mortbay.org/jetty/. The examples below assume that the zip file is
uncompressed into the c:\temp directory.

To convert this file, open a command window and run the following command:

Java.exe -classpath C:\temp\eftkeystore\pkcs12import\jetty-
6.1.15.rc4.jar;C:\temp\eftkeystore\pkcs12import\jetty-util-6.1.15.rc4.jar
org.mortbay.jetty.security. PKCS12Import
c:\temp\eftkeystore\certificate\Hatala_P_#da_auth.p12 c:\temp\eftkeystore\certificate\eft.jks

You will need to specify the input certificate password, and then specify the output keystore
password.

B C:\WINDOWS\system32\cmd.exe -0 x|

Y
C:ntempheftkeystorespkeslZ2import > java.exe —classpath C:\temp\eftkeystnre\p—J
kcsl2importsnjetty—6.1.15.rcd. jar;C:ntemphef tkeystorespkesiZimporthjetty—util-6.1
15 rcd. jar org.morthay.jetty.security.PECS12Import c:ntemprefthkeystorescertifi
cate“Hatala_P_#lda_auth.pl?2 c:“tempreftkeystore~certificatexeft.jks
Enter input keystore passphrase: 785808672
Enter output keystore passphrase: 78588672
fliasz B: 1
Adding key for alias 1

C:stempheftkeystorespkeslZ2import >

The keystore will be generated in the certificate directory
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Install the certificate chain into the keystore

To get the current intermediate and root certificates for the CA, navigate to a site that uses
these certificate (for example, https://nomination.eon-foldgaz-trade.com) and export both the
root and intermediate certificates individually. In firefox this may be done by:

o Double click on the padlock on the footer bar
e Click on the view certificate button
e Select the details tab

Certificate Viewer:"nomination.eon-foldgaz-trade.com #2" ﬁ

| General | Details |

Certificate Hierarchy SSL Mal Code

[=] Trust&CA ROOT v2.0
= TrustRCA Secure CA w2.0
nomination.eon-foldgaz-trade.com

Certificate Fields
[=] Trust&CA Secure CA v2.0
[=l Certificate
Version
Serial Mumber
Certificate Signature Algorithm
Issuer
= validity
Mot Before
Mot After |»

Field Value

viewpeM | [ Export |

Then, when selecting the root and intermediate certificate in turn:

e Click Export and save into the certificate directory



Once this is done, run Portecle:

Start -> Run -> c:\temp\eftkeystore\portecle-1.2\portecle.jar
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Open the newly generated jks file by clicking file, open Keystore file, navigating to the file and

clicking open.

You will be prompted for a password, enter the password used when creating the keystore

Once open import both the root and intermediate certificates by going to Tools, Import

Trusted Certificate.

M C:temp'eftkeystore\certificate\eft. jks - Portecle

EEa

File Toolz Examine Help

Dan LS89 R @

l Alias Name Last Modified

g 1 19-Feb-2009 14:52: 19 GMT
trustéca root v2.0 19-Feb-2009 15:22:13 GMT
trustca secure ca v2.0 (trust&ca root v2.0) 19-Feb-2009 15:22:21 GMT

|Keystore type: JKS, provider: SUM, size: 3 entries

Then save the modified keystore by selecting File, Save Keystore.
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Test the keystore

Run the test utility:

Start -> Run -> C:\temp\eftkeystore\Client\TestClient.exe
- Select any datafile to timestamp

- Select the new keystore file

- Enter the keystore password

- Click Create Timestamp

Create

Datafile to Timestamp ~ ments and Seftings\gilbertalMly Documentsiautornate pdf
Time Stamp
Keystore file C:templeftkeystore\certificate\eft jks

Keystore password |sessesss

Save In: ||j certificate

oo
MEEIEEEES

[ eftiks
[ Hatala_P_#da_auth.p12
[ Trust&CAROOTv2.0.crt

Create TimeStamp [7) Trust&CASecureCAv2.0.crt

TimeStamp server URL |https:/tsatrust-sign.hu:1318/

File Name: |eﬂ.jk5|

Files of Type: [Al Files

If a window pops up asking to save the timestamp data, the utility has successfully managed
to contact the timestamping service and the keystore is valid. Otherwise, the most likely
explanation is that the keystore is invalid.

NOTE - Difficulties may be encountered when running the keystore test utility inside
the corporate environment since the timestamping service uses TCP ports outside the
usual range. A direct internet connection may be required to test this function



